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Figure 19: Safety connections between Automation Components
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1To avoid running into safety
timeout, SPDUs may also
be protected by end-to-end
latency guarantee.
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1 Different communication
profiles

2 All devices between devices
implement an embedded
IEC/IEEE 60802 compliant
bridge

s Does not use TSN QoS

4Layer 2 communications
cannot traverse a router

sUDP communications are
routable

B RfEHsER
K23 %or T ACSHITEfERCE, Ui 7 T W BE
P 2847 L ELERAE PR A (TR o VR 0 575 10 R AT 1

flan, R R2MEZIZEN R, HIRIEEATE
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PE K1 2 BR - FK2PR
HERAEVEOUER T AN E SR I Re 1. 1B H
HAtJmYE, B S ReR RS BIIRE S, RV 2 N
RIRE R 2R fE
Device 1 Device 2 Device 3 Device 4 Device 5 Device 6 Device 7 Device 8
Device 1 hES Nos Yesz Nos Yess Nos Nos
Device 2 Nos Yesz Nos Yess Nos Nos
Device 3 Nos hES Nos Nos Yess
Device 4 Nos Yess Nos Nos
Device 5 No+ No+ Yess
Device 6 Nos Nos
Device 7 Nos
Table 1: Interoperability matrix (Device 1 supporting Profile B)
Device 1 Device 2 Device 3 Device 4 Device 5 Device 6 Device 7 Device 8
Device 1 Yes Yes Yes Yes Yess hES Yes

Table 2: Interoperability matrix (Devices 1 and 7 supporting both, Profile A and Profile B)

Proflle A

TSN bridgd]

Figure 24: Topology to illustrate interoperability in a mixed Profile A/Profile B scenario
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Inter-domain Communication

Figure 28: Connection of Domains using application level gateways or DetNet routers

Communication relation

C2D Intra-domain communication
C2C Intra-domain communication
D2D Intra-domain communication
C2D Inter-domain communication
C2C Inter-domain communication

D2D Inter-domain communication

Table 3: Examples of communication

Description/Example

This is probably the most common relationship, when a controller communicates
with its peripheral (I/Os, drives, valves, -++)

Communication between multiple controllers in the same TSN Domain

To improve reaction times the devices (I/Os, drives, --*) sometimes need to estab-
lish direct communication

controller synchronizes on encoder signal from a different TSN Domain

Interconnection of machines/skids without dedicated gateways (without controller)

synchronization between motions drives in different TSN Domains

relationships

o
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Acronyms

AC
APL
C2C
C2b
CD
CM
CNC
CR
Cuc
D2D
DCS
DSCP
ERP
FE
IEC

IEEE

IETF
lloT
loT

L2
L3
MES
OE

Automation Component
Advanced Physical Layer
Controller-to-Controller
Controller-to-Device
Configuration Descriptor
Connection Manager

Central Network Configuration
Communication Relationship
Centralized User Configuration
Device-to-Device

Distributed Control System
Differentiated Services Code Point
Enterprise Resource Planning
Functional Entity

International Electrotechnical
Commission

Institute of Electrical and
Electronics Engineers

Internet Engineering Task Force
Industrial Internet of Things
Internet of Things

Information Technology

Layer 2

Layer 3

Manufacturing Execution System
Offline Engineering

OPC
OPC UA
OPCF
oT

PAC

PD
PCP
PLC
QoS
SCADA

SPE
TSN
UADP

ubP

Open Platform Communication
OPC Unified Architecture

OPC Foundation

Operational Technology
Programmable Automation Control-
ler

Product Descriptor

Priority Code Point
Programmable Logic Controller
Quality of Service

Supervisory Control and Data
Acquisition

Single-Pair Ethernet
Time-sensitive Networking
Unified Architecture Datagram
Packet

User Datagram Protocol
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